Abstract: Steganography is the art of concealing the presence of a communication, across an open channel, from undesired parties. This is achieved by the encoding of message data in innocuous cover objects, such as JPEG digital images. Many JPEG steganography algorithms exist; most perform the encoding in the spectral domain of the image. A new steganographic method, deemed the Spatial-Spectral Watermarking Scheme (SSWS), has been developed and utilises both the spatial and the spectral domains for the encoding process. A developed mathematical model of the scheme predicts a maximum gain in terms of steganographic capacity of 4.9 over an existing algorithm, JSteg. Experimental data obtained from a software prototype confirms this result. Furthermore, the experimental data confirms that the securities in the spatial domain and the spectral domain are inversely proportional to the information amounts embedded in these two domains.
INTRODUCTION
Steganography is a field of information theory involving the concealment of the presence -not merely the content -of communication between two parties from an outside observer [1] [2] [3] [4] [5] . In modern digital steganography, this is achieved by hiding the message data within innocuous cover media such as image, audio or video files. The Joint Photographic Experts Group (JPEG) digital image format has become a de facto standard in the field of digital photography and is prevalent on the World Wide Web [6] . It thus offers a perfect platform for digital image steganography. The applications of JPEG steganographic systems include covert communications, embedding of image metadata within the image itself, and digital image watermarking for copyright protection.
Existing JPEG steganographic schemes -such as JSteg, OutGuess and J3 -utilise the spectral domain of the JPEG file to conceal secret message information [7, 8] . A new method of JPEG steganography, the Spatial-Spectral Watermarking Scheme (SSWS), which utilises both the spectral and the spatial domains of a JPEG image has been designed, developed and investigated. The linking of the two domains is made possible through the use of Forward Error Correction (FEC), allowing errors introduced by the dual encoding to be recovered. By utilising both domains of the image, the capacity and security of the encoding process is increased.
The remainder of this paper is organised as follows: relevant background information on JPEG steganography is presented in Section 2. in terms of steganographic concepts, existing JPEG steganographic systems and steganalysis. Concepts of FEC utilised in SSWS are also highlighted. The design of the SSWS is then examined in Section 3. A mathematical model describing the SSWS is presented in Section 4. Experimental data collected to verify this model in terms of capacity and security are also presented in this section. Finally, a conclusion to the paper is presented in Section 5.
PRELIMINARIES

Steganography and Steganalysis
Steganography is the art of hiding a secret message in an innocuous medium, deemed the cover object. Steganography focuses on the concealment of the presence of communication -not necessarily the content thereof, as is the case with cryptography [1, 3, 5] . The message data are embedded into the cover to produce the stego object [3] .
The strength of digital image steganographic systems is defined by three main criteria: capacity, security and robustness. Capacity is a measure of the amount of information encodable within a cover image. Security represents an algorithm's resistance to a steganalytic attack [1, 3, 9] . Such an attack may be targeted or blind: targeted techniques use method-specific limitations or features that are introduced during encoding to detect the presence of a message: blind, or universal, techniques use statistical attacks, such as the chi-squared test, to detect message presence [1, 2, 10] . Other techniques, deemed quantitative staganalysers, use statistical methods not only to detect the presence of the message but to also estimate its length [7, 9] . Steganographic robustness defines a technique's ability to recover a message after tampering. Such tampering may be active -intentionally altering the content of an embedded message to disrupt the steganography -or passive -such as cropping or blurring an image [11] . However, robustness is not a factor of the encoding algorithm alone, but is also dependant on any FEC techniques applied to the data prior to embedding. Thus, it will not be considered further in this paper. Figure 1 : The encoding process for SSWS
Existing Steganographic Techniques
Existing JPEG steganographic techniques typically perform the encoding process in the frequency domain of the image [3] . Thus, changes are elicited in the spectral domain -or the Discrete Cosine Tranform (DCT) coefficients -of the JEPG image. Additionally, many techniques utilise the concept of Least Significant Bit (LSB) encoding [2, 3] . This minimises the change to the image, since only the selected DCT coefficient's LSB is altered, not the entire value. For instance, the JSteg algorithm sequentially replaces each DCT coefficient's LSB with the required message bit [2, 3] . The OutGuess 1.0 algorithm relies on a similar scheme as JSteg, but the selection of DCT coefficients in which to embed is more advanced; the algorithm performs a pseudorandom walk over the entire image spectral domain, embedding the message at the visited locations [3, 7, 12] . The seed of the pseudorandom number generator thus becomes a private key for the communication [13] . To increase algorithm security against statistical blind steganalysis, methods such as OutGuess 2.0 and J3 attempt to maintain histogram neutrality during the embedding process [3, 8] . This is achieved by introducing counteractive changes for every change that is introduced during embedding.
Forward Error Correction
FEC is a type of error correcting code used in the field of telecommunications, and involves the addition of procedurally generated redundant information to a message for the purpose of noise and data loss insensitivity [14] .
The redundancy is procedurally generated from the message data and enables the receiver to recover the sent message in the event of induced errors or erasures in the received message [14, 15] . Various FEC techniques exist which offer varying levels or error and erasure correcting capabilities.
THE SPATIAL-SPECTRAL WATERMARKING SCHEME
The existing algorithms discussed in Section 2.2 define the actual process of data embedding. The developed SSWS, however, does not. Rather, it defines a scheme to improve the performance of any existing steganographic algorithm. SSWS defines a protocol for the encoding process whereby message data are encoded within both the spectral and the spatial domains of the image. Any existing or new technique may be used as an underlying algorithm.
The SSWS encoding process, illustrated in Figure 1 , initially interleaves the message. The interleaved message is divided into two sections, m 1 and m 2 defined by a splitting factor, e ∈ [0, 1] * . Since the SSWS embeds in both spatial and spectral domains, FEC encoding is required to facilitate error recovery. The m 1 message section undergoes FEC encoding, which adds parity information to facilitate error recovery in the event of the spatial embedding introducing errors into the spectral message section. The FEC technique used was a block code with the code rate r. The encoded m 1 is then embedded (by the underlying algorithm) within the spectral domain. The spectral cover image is losslessly decompressed to generate a spatial image. The remainder of the message, the m 2 message section, is then embedded into this spatial image by the same underlying steganographic algorithm.
By utilising both domains, the SSWS can offer improved capacity and security (see Section 4.). The capacity is increased as it uses two separate domains into which the information can be embedded. Furthermore, SSWS offers a two-fold improvement to security. Firstly, by splitting the message content between two domains, the message content (in bits) is reduced within each domain for a given payload. Thus, steganalytic attacks targeting either domain have less information to detect. Secondly, * e indicates the percentage of the message embedded within the spectral domain by performing the double encoding, the first layer of information is effectively obscured by the second encoding process. Thereby, improving the systems resistance to spectral based steganalysis techniques. Note that this scheme can be easily modified and applied to a McEliece public-key cryptosystem, thanks to the FEC process used to bridge between the two domains.
RESULTS AND ANALYSIS
Mathematical Model of SSWS Capacity
In order to develop a mathematical model of the SSDDW scheme, it is necessary to define the capacity gain, g, that the technique offers over its underlying algorithm as
where m is the maximum length of embeddable message by the SSWS, and m is the maximum length of embeddable message using the standard algorithm. The message m is split by the ratio e into two smaller messages, as shown in Figure 1 . As mentioned in Section 3., the component embedded in the spectral domain undergoes FEC encoding with a code of rate r. The two message sections, m 1 and m 2 are thus written as
and
Two independent constraints are present in the system: the capacity of the spatial domain and the capacity of the spectral domain. It is evident that for large images, using LSB embedding techniques, a maximum of one bit per image pixel can be embedded in the spatial domain. Hence,
where p is the number of pixels in an image (including all three colour channels). Similarly, it is known that for the standard algorithm, the maximum embeddable message m is m = pα.
From experimental results, it was found that in the spectral domain there is a linear relationship between image size, p, and algorithm capacity. This was found to hold true for all investigated embedding techniques, as may be seen in The relationship between p and spectral capacity is thus a constant value, α (in bits per pixel) for a given embedding algorithm. The constraint thus placed on the spectral domain capacity is:
By solving (1) for m , substituting into (4), and using (5), a maximum bound is found for g as follows
Similarly, by using (6), the following constraint is found
Combining these two constraints in (7) and (8) leads to the upper bound of the capacity gain, g, of the SSWS system as
As mentioned in Section 2.1, capacity is a defining characteristic of steganographic systems. The upper bound of (9), was used with a known α (for the JSteg technique) to produce the surface plot of Figure 3 , which shows the theoretical maximum gain as a function of the message split percentage e and FEC code rate r. As may be seen, the estimated maximum gain is around 4.9 at a message split ratio of 0.16. This theoretical maximum gain is obtained with an FEC code rate of 1 (no parity information added). However, this is impractical since this theoretical maximum assumes that no errors are introduced by embedding in the spectral domains (see Section 3). Experiments were conducted to validate the model. The maximum embeddable message length (capacity) was determined as a function of the message split ratio e for a given technique and code rate. The JSteg technique, which has an α value of 0.203 bits per pixel (refer to Figure 2 ) was used with a Reed-Solomon code of rate 4 7 . The empirical data collected in addition to the predicted bounds of the model (9) , are shown in Figure 4 . As may be seen, the experimental results are in accordance with the bounds of the theoretical model. As shown, with 7% of the message embedded in the spectral domain, the SSDDW scheme provides a maximum gain of 4.4 over the standard JSteg algorithm. This gain in capacity is offset by a decrease in algorithm security, which is examined in the next subsection. Figure 4 : The gain in capacity of the SSWS system, using JSteg, for different message split ratios e. The theoretical bound detailed in Section 4.1 are shown to accurately predict the measured behaviour.
Security
As mentioned in Section 2.1, the security of embeddingthe degree to which the technique resists steganalysis -is a defining characteristic of steganographic systems. A few measures, targeting both the spectral and spatial domains, were used to test the security of the SSWS. Since the method utilises both spectral and spatial domains, security must be tested in both of these domains.
The Kullback-Leibler (KL) distance is a metric for steganographic security which quantifies the difference between the cover and stego image histograms. It is thus a measure of the change induced in the spectral domain during message embedding. An experiment was performed in which the KL distance was measured for a stego image produced from embedding a message of fixed length (10 kbit) into a test cover image, under a varying percentage split e. The obtained KL distances are inverted (since lower KL distances indicate a more secure system) and are expressed as a percentage improvement over the inverse KL distance obtained with the standard underlying algorithm, JSteg. The experimental results obtained may be seen in Figure 5 . As may be expected, the security of the technique decreases with increasing e. This is the case since, as more message is encoded into the spectral domain, steganalysis techniques targeting this domain are more likely to detect message presence. Message Split e Inverse Kullback Liebler Distance Gain Figure 5 : The gain in spectral security of the SSWS, using JSteg, for different message split ratios e.
The field of LSB steganalysis is a mature field, with algorithms with proven performance [16] [17] [18] . Thus, security testing in the spatial domain was performed using the Sample Pairs (SP) analysis as presented in [18] . A set message size and set message content was used for the experiment. The message split e was varied, and measurements of the estimated message length taken. These results were then compared to the message length estimated by the SP analysis for a stego image produced by JSteg under the same conditions. The relative gain in security afforded by the SSWS was thus determined. A linear regression trendline of the obtained data, as illustrated by Figure 6 was determined. As may be seen, the SSWS has poor security in the spatial domain. The results indicate that the spatial security increases as more data is embedded in the spectral domain, as may be expected.
Thus, whilst the SSWS increases both the capacity and spectral domain security of this steganographic technique, the encoding of data in the spatial domain is highly vulnerable to steganalysis techniques such as the SP analysis. The choice of message splitting ratio e must thus depend on the application, and whether capacity or security is important. 
CONCLUSION
Steganography is the concealment of secret information in innocuous cover media such that the very presence of the communication is hidden. This paper presents a new technique deemed the Spatial-Spectral Watermarking Scheme (SSWS) which uses a spatial-spectral embedding process to improve steganographic performance. The message is split across both the spatial and the spectral domains of the image and is embedded by an underlying stenographic algorithm. FEC is used to recover from errors introduced in the embedding process. The algorithm was tested in terms of its capacity and security relative to its underlying technique. Through the development of a mathematical model and experimental testing, the capacity gain afforded by use of the SSWS was shown to be 4.4 over the existing JSteg algorithm. This result was obtained with 7% of the message embedded in the spectral domain, and the remaining 93% embedded in the spatial domain. The splitting technique of SSWS improves the steganographic security since the experimental results (refer to Figure 5 and Figure 6 ) show that the securities in both domains are inversely proportional to the information amount embedded in either domain.
